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Gmail hit by cyberattacks from China

Breach targeted top U.S.
government officials

By Byron Acohido
USATODAY

Google on Wednesday disclosed
that a cyberattack originating in Chi-
naresulted in the breach of the Gmail
accounts of hundreds of high-profile

individuals in sever-
L&LMM al nations.

The disclosure came a day after
military officials in the U.S. and Unit-
ed Kingdom for the first time began
publicly acknowledging that nation-
sponsored cyberattacks can be an act
of war. It also follows similar dis-
closures and news reports about
computer break-ins at major defense
contractors.

“Hackers and nation states are up-
ping their game,” says Dave Jevans,
chairman of security firm IronKey.
“These attacks are difficult to mon-
itor and control.”

It's well known that China and
Russia have engaged in cyberespion-
age for decades, targeting Western
governments and corporations. Tra-
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In Beijing: A Chinese flag flies at
Google's China headquarters.

ditionally, big agencies and compa-
nies have been loath to disclose
breaches.

Cyberspying has intensified with
the extensive use of the Internet. “It's
alot easier to hack into a system than
it is to tap a phone line or break into
an office and take pictures,” says Har-
ry Sverdlove, chief technology officer
at security firm Bit9.

In a blog post, Eric Grosse, engi-
neering director of Google’s security
team, described a campaign to collect
Gmail users’ passwords that he says
appears to have originated in Jinan,
China. The hackers targeted the ac-
counts of “senior US. government

officials, Chinese political activists,
officials in several Asian countries
(predominantly South Korea), mil-
itary personnel and journalists.”

The intruders monitored e-mail
and used stolen passwords “to
change peoples’ forwarding and del-
egation settings,” says Grosse.

Google issued instructions advis-
ing all Gmail users to shore up securi-
ty of their accounts, a process Grosse
says takes about 10 minutes.

Also this week, employees at de-
fense contractor L-3 Communica-
tions were alerted about “penetra-
tion attacks.” Fox News reported that
Northrop Grumman recently cur-
tailed remote network access, appar-
ently in response to a cyberattack.

On Saturday, Lockheed Martin,
Homeland Security and the Pentagon
confirmed that the defense contrac-
tor’s information systems had come
under a “significant and tenacious”
cyberattack.

Earlier this year, RSA disclosed that
attackers had stolen data related to
one-time passwords used to access
buildings and online accounts.
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